Not-so-smart cards and not such
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of a cashless society
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Abstract

"A not very technical review of the
vulnerabillities of the current mainstream
technologies driving the cashless society.

Scissors” will be provided if you decide to
cut up your cards here and now. Almost
no new research will be presented."

A T I5@14443 standard says that you can disable a proximity card by
cutting to where the Chipwouldbe 1 f 1t were a Chi



Scope

Practical attacks on the two most popular eMoney
systems:

A CHIP & PIN

A 1SO14443/mifare: Oyster, Passports etc.
éwith | ots of thanks to |
Cambridge:
http://www.lightbluetouchpaper.org
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CHIP & PIN

Background:
Altds hard to clone
Alt 6s easy to clone

A Currently, most fraud is claimed to be of
the Card not Present type, eg the innocent
victims of Operation Ored there is more
than your money at stake.

A There are also a lot of foreign ATM
transactions.

a
a
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No evidence against man in child porn inquiry who 'killed himself'

By lan Herbert
Published: 01 October 2005

The credibility of a major investigation into child pornography came under renewed scrutiny yesterday
after an inquest into the death of a naval officer who was suspended by the Royal Navy despite a
lack of evidence against him.

The Navy suspended Commodore David White, commander of British forces in Gibraltar, after police
placed him under investigation over allegations that he bought pornographic images from a
website in the US. Within 24 hours he was found dead at the bottom of the swimming pool at his
home in Mount Barbary.

The inquest into his death heard that computer equipment and a camera memory chip belonging to
Commodore White had yielded no evidence that he downloaded child pornography, and a letter
was written by Ministry of Defence police to Naval Command on 5 January this year indicating
that there were "no substantive criminal offences" to warrant pressing charges. But the Second
Sea Lord, Sir James Burnell-Nugent, feared that the media would report the case and on 7
January removed him from his post anyway.

Despite accepting the news in a "steady fashion", the commodore was dead the next day. His brother
Rupert told the inquest that the news of his removal had caused his "mental collapse”, and that he
was in "a state of catatonic shock".

Of cour se, I T youdr e nambbbursdnigt ¥ileyau
when your identity is leaked.
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http://www.pcpro.co.uk/features/74690/operation-ore-exposed/page3.html
http://www.independent.co.uk/
http://news.bbc.co.uk/1/hi/uk/872436.stm

CHIP & PIN:
Fundamental problems

A Multiple protocols: Chip, magstripe, CVV2
A Man in the middle
A Short PINs, entered in public



Credit card protocols 1: CVV2

A Account + CVV2, used for card not present:
easlily skimmed by the dumbest crook.

Why is the CVV2 printed on the card?

A card not present is not a problem for the Banks.
| f you donét not Adwudot h
they charge back from the business and charge
it anotherY fee.

A http://www.actinicexpress.co.uk/overview/online-payment-services.htm
y Fraud Frenzy, Tonight with Trevor M®Donald, 2007-05-04
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And you have no recourse
2w thisislondon.co.uk gﬁf&ﬁﬂ%

the entertainment guide

Fraud victims told: Go to the bank, NOT the police
30.03.07

Victim of fraud: Don't bother reporting it to the police

Hundreds of thousands of people who fall victim to credit or debit card fraud
have been told to no longer bother reporting it the police.

From Sunday a change in the law, which has been approved by the Home
Office, means victims should go to their bank rather than the police station.

The move has been condemned as "astounding” by security experts who
suggest it amounts to the privatisation of the justice system.

They say it appears an attempt by the Government, the police and the banks to
push the crime, which costs the nation £428 million a year, under the
carpet.

The changes are contained in the small print of the 2006 Fraud Act, which
comes into force on April 1 - April Fools' Day.

http://www.thisislondon.co.uk/news/article-23390837-details/Fraud%20victims%20told:%20G0%20t0%20the%20bank,%20NOT%20the%20police/article.do
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Credit card protocols 2: Magstripe

There are three tracks on the

magstripe. Each track is .110-
iInch wide. The ISO/IEC
standard 7811, which is used
by banks, specifies:

Track one is 210 bits per inch
(bpi), and holds 79 six-bit plus

parity bit read-only characters.

Track two is 75 bpi, and holds
40 four-bit plus parity bit
characters.

Track three is 210 bpi, and
holds 107 four-bit plus parity
bit characters. Most cheap
readers do not read this track.

Easy for all to read and write: my
unit cost £5.

Throw away everything you thought you

knew about credit card readers.

You've found the IntelliSwipe CC -- the
smart, easy-to-use credit card reader that
anyone can use. Just plug it into any USB
port and swipe a card, and the information
will be typed into any application as if
entered on the keyboard, in the format you
specify (we offer a few different output
formats you can choose when ordering).




Track 1

Start s e n-tlcharacte=n %0
Format code="B" -- 1 character (alpha only)
Primary account number -- up to 19 characters
Separ at--dcharacteo

Country c e8ehardicer? 6 0
Name -- 2-26 characters

Separ at-dcharacteo

Expiration date -- 4 characters or 1 character

Discretionary data -- enough characters to fill out maximum record
length (79 characters total), this includes the CVV1

End s ent-ilclaltactei ? O
Longitudinal Redundancy Check -- 1 character
http://Iwww.gae.ucm.es/~padilla/extrawork/tracks.html

To Po T To To To To To o To I

The PIN offset is on tracks 2 and 3.


http://www.gae.ucm.es/~padilla/extrawork/tracks.html

And easy to rip off

UK ATMs continued to use mag $tri
to switch to Chip & PIN.

Many current systems will fall back to the stripe if the Chip has
failed.

Foreign ATMs still use the stripe.
Stripe data can be reconstructed from open data on the Chip.

Why does the mag stripe have the same PIN as the Chip?

On Valentineb6s day 2006 responsi
transferred to the merchants i f t



Grabbing a PIN

APl Ns used to be used onl
environment of an ATM.

A Most shop readers are overlooked by PoS
CCTV.

Altds al most i mpossibl e f
as keypads di ffer bet we:
also starting to wear out, so you need to be able
to see the screen while concealing the keypad.

Why no standard key shapes?



PIN machine in the middle

home | pay | register | sign in | site map

A The maChineS QYsu.uk m Sell | MyeBay | Community | Help |

t 'ﬁ!_-_) Back to list of iterns Listed in category: Business, Office & Industrial = Retail & Shop Fitting > Point of Sale |
are am p e r Verifone Omni 3750 Chip Pin credit card PDQ POS
evi d e nt to th e Bidder or seller of this item? Sign in for your status

Current bid: £40.00
Bank, not to you.

End time: 8 hours 50 mins (09-May-07 20:46:33 BST)
A Buy one on

FPostage costs: £10.00
Seller's Standard Rate
Service to United Kingdorn

Post to: United Kingdom
ltern location: manchester, Lancashire, United Kingdom
ay History: 7 _bids
B High hidder; mash252 [ 92 )
(@ Supersize
You can also: [ wiatch This Itern |

Get alerts via I
Email to a friend

Listing and payment details: Hide
Starting tirne: 06-May-07 20:46:33 BET Fayment methods: PayPal
Starting bid:  £1.00 See details
Duration: I-day listing




= ;\
Attacker controlled ™

Allce

Either add a transaction, or steal
stripe data and PIN: your choice

http://www.cl.cam.ac.uk/research/security/projects/banking/relay/
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You

Broadcast Y

Videos Categories Chi

Or jUSt have R T
fun o

http://www.youtube.com/watch?v=wWTzkD9MO0OsU
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Tesco and B&Q relay for you

A Both merchants use separated card
reader and PIN entry, On UK cards, the
PIN Is not encrypted on the wire to the
card. In the jargon, we use SDA, not DDA,
0cos 1 tos cheaper.

A Halfords take a swipe for good measure
after the transaction.



They reply

TESCO

Our Ref: 7769617

May 2007 Customer Service Centrg
7 ey Baird Avenue
Dundee
Mr Denis Nicole DD2 3TN

Freephone 0800 505555

Dear Mr Nicole

Thank you for contacting us about Chip and PIN.

The swiping of cards is perfectly legitimate and accepted by CHIP & Pin

Our tills have not been set up to take chip and pin cards aslyet, with thfe
exception of Self Service checkouts. We hope to have all TI”lS set up with the
option of putting cards into the reader towards the end of this year

For more information on this subject please go to: http://www .chipandpin.co.uk.
Thank you for your enquiry.

Yours sincerely
For and on behalf of Tesco Stores Ltd

i /744

Lynda Mclaggan
Customer Service Manager

Halfords Limited

halfords

Our Ref 21747
30" April 2007

Denis A Nicole

Dear Mr Nicole,

We confirm receipt of your letter on the 231 April 2007 regarding your recent purchase at Halfords. In
your letter you are concemed about our card swiping procedure.

As an anti-fraud measure to protect our customerand ourselves we need to capture card data on our
tills. Many retailers are able to process the transaction using the till alone - hence only one swipe.
Unfortunately we cannot do this and have to use a separate Streamline machine to process the

payment. Therefore, we swipe the card into the till as well to capture the data but it does not feed into
any other payment mechanism.

We now have 70 stores with CCTV, which means the police are pleased that we can identify who tried
to use a stolen card. Unless we capture the card data on the till we could not do this.

In summary, we appreciate that this is not ideal, however the advantages to customer and ourselves
outweigh this small disadvantage and we are planning to implement more modern tills in the future.

Thank you for taking the time to contact us regarding this matter and please be assured of our best
intention at all times.

Yours sincerely,

|

Miss E Sanders
Halfords Customer Services




m you can do it

Mr Nicole

MIS123 / 16384-308904

26 April, 2007

Dear Mr Nicole

| am writing in response to your recent letter regarding B&Q’s Chip and PIN payment
process.

| have discussed the issue with a Project Manager employed by B&Q who has been
primarily involved in the Chip and PIN implementation in B&Q. He has advised at each
till we have 2 operational Chip and PIN devices — the Pin Entry Device where you can
“dip” your card and enter your PIN and the Swipe and Park which is attached to the side
of the screen. Both devices are fully accredited by our acquirers.

With regards to your primary concern that as part of the Card Payment Process, | can
confirm that we OFFER to take the customers card for processing, for the following
customer service reasons (this list is not exhaustive):

= The Card must only be entered into the Pin Entry Device or Swipe and Park
when the operator has pressed the correct buttons on the screen and received
the correct prompts to proceed. If the card is entered or removed from either
device — at the wrong time — then this can delay the whole payment process and
cause delays at the checkouts, which inevitably lead to queues. The operator is
therefore best placed to process the card.

= If the Payment card is not ICC or If the Chip on a Card is damaged, then the
magnetic stripe details are used — Using the Swipe and Park device the till will
automatically do this and the customer will be requested to sign. If the PED was
to be used instead it would require removing the cards from the PED and swiped
and parked through the device at the side of the screen. By using the Swipe and
Park we cut out that additional process should the card not be ICC or there be
any damage to the Chip in the card.

teanyg

B&Q plc Portswood House. 1 Hampshire Corporate Park. Chandlers Ford. Eastleigh. Hampshire SO53 3YX s

k to us: +44 (0)845 609 6688 fax: +44 (0)1489 864 093 WWW., dtycom BAC " ’ O




